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* Knowledge corruption attack in the red box mnject LLM-crafted
query relevant fake corpus into the database;
* Document augmentation defense 1n the blue box 1njects LLM-
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PSRN NS S— crafted query relevant benign corpus into the database;
But attacker mject 5 fake data to run the attack!|| « The RAG system gives correct answers under the knowledge
Hypothesis: corruption attack!
HO0: The attack success rate (ASR) is the * It can generalize to any existing RAG architecture with
same regardless of benign-to-fake ratio. minimal effort.
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