Mental Damage: Caption Poisoning Attacks on Retrieval-Augmented Text-to-Music
Generation

Abstract—Retrieval-augmented text-to-music (TTM) systems
augment underspecified user prompts using captions retrieved
from a music caption dataset. This design introduces an
integrity dependency on the music knowledge database. We
show that an attacker can poison the database by injecting a
small number of crafted music captions, causing the system
to retrieve malicious captions that bias prompt augmentation
and steer generation away from the user’s intended function,
without modifying the user prompt, retriever, or generator.
To achieve the music caption poisoning attack, we propose a
dual-layer caption poisoning strategy that preserves high-level
retrieval anchors while injecting low-level acoustic descriptors
to steer prompt augmentation and downstream music genera-
tion toward an attacker-chosen target intent. In a MusicCaps
knowledge database, CLAP retriever, and MusicGen pipeline,
poisoned generations move substantially closer to the attacker
target, while remaining comparably aligned with the original
user query. These results expose a practical integrity risk for
retrieval-augmented creative AI systems. Our demo can be
found at: https://anonymous.4open.science/w/Poisoned-Music
-39DD

1. Introduction

Text-to-music (TTM) generation systems, such as Musi-
cLM [[1]], MusicGen [2f], and AudioLDM [3|], have made
music creation increasingly accessible by allowing users
to specify desired audio content in natural language. In
practice, however, models trained on low-level domain-
specific semantics [1] struggle with underspecified real-
world queries that people usually ask [4]. For example, a
user without professional training in the music domain may
write a high-level prompt such as “Give me a calm song
to support my self-study” or “I need relaxing background
music for reading” [5]. These prompts clearly express user
intent (e.g., calmness, focus, study support), but they pro-
vide insufficient low-level acoustic guidance (e.g., tempo,
instrumentation, timbre, texture, dynamics) for high-quality
music generation. Recent work [6], [[7/]] addresses this gap
with retrieval-augmented prompt augmentation and rewrit-
ing, where the system retrieves captions or examples from
a music-text corpus and uses them to enhance the user
prompt into a more detailed, expert-like description before
generation. For instance, the system may rewrite a high-level
prompt into a low-level description such as “slow tempo
piano-led ambient track, soft dynamics, sparse arrangement,
warm pad texture, low rhythmic complexity, gentle attack,
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Figure 1. RAG-based caption augmentation for text-to-music generation:
enrich a high-level user prompt by retrieving detailed, low-level music
captions from a music—text knowledge base, then pass the augmented
prompt to a TTM model.

no abrupt transients”. This design can improve usability
and output quality, but it also introduces a new security
dependency, the integrity of the retrieval corpus and, in
particular, the textual labels/captions attached to audio items.

Prior work on retrieval-augmented generation (RAG)
security has shown that RAG systems can be attacked by
poisoning the retrieval knowledge base, causing downstream
models to produce attacker-influenced outputs [8], [9]. Ex-
isting RAG poisoning studies primarily focus on text-centric
LLM settings, where the attack objective is to manipulate
factual answers or textual completions. It remains unclear
whether similar attacks transfer to creative multimodal gen-
eration pipelines, especially TTM systems in which retrieved
captions are not merely evidence for answering, but direct
semantic guidance for prompt augmentation and generation
conditioning.

In this paper, we study a new attack surface in retrieval-
augmented text-to-music (TTM) generation, namely, caption
poisoning of the music RAG knowledge database. Figure
shows the victim pipeline and the poisoning entry point. A
user provides a high-level prompt (for example, “calm song
for study”). The system embeds this query and retrieves
the most relevant captions from a music-text knowledge
base. The retrieved captions are then fed to a prompt
augmentation module, either via direct concatenation or an
LLM-based rewriter, which produces a low-level prompt
describing generation-oriented acoustic attributes such as
tempo, instrumentation, timbre, and texture. The text-to-
music generator (for example, MusicLM) then synthesizes
audio conditioned on this augmented prompt.

Attack Goal and Impact: The attacker’s goal is to
induce a RAG-based TTM system to generate music that de-
viates from the user’s intended function, even when the user
provides a benign prompt. Instead of attacking the generator
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model directly, the attacker targets the RAG knowledge
database so that the system receives manipulated caption
guidance during prompt augmentation. If successful, the
attack causes a mismatch between user intent and generated
output (e.g., producing music with unintended affective or
stylistic characteristics), while leaving the inference-time
user prompt, retriever architecture, and generator model pa-
rameters unchanged. This makes the attack difficult to notice
from the user’s perspective and exposes a practical integrity
risk in retrieval-augmented creative generation pipelines.

Challenges: However, launching such an attack is non-
trivial because a successful poisoned caption must satisfy
multiple competing requirements. (1) Retrieval Plausibil-
ity: the poisoned caption must remain semantically relevant
enough to be retrieved for the target benign query (e.g., if a
user asks for “calm music for studying”, the poisoned cap-
tion must still look related to calm/study/background music).
(2) Conflict Control: naive poisoning may introduce target
semantics that are too strongly conflicting, which can reduce
retrieval plausibility or create unstable conditioning for the
generator. For example, directly appending a target label
such as “rock” to a calm-study caption may conflict with
the source intent in both high-level function and low-level
acoustic traits (e.g., tempo, dynamics, and rhythmic density).
(3) Steering Strength: the poisoned caption must also carry
sufficient malicious guidance to influence prompt rewriting
and downstream generation (e.g., shifting the augmented
prompt toward eerie or spooky acoustic characteristics).

Our Idea: Prior work on automated audio caption anal-
ysis separates caption content into high-level intent elements
and low-level acoustic descriptors [[10]. Building on this
distinction, we address the retrieval steering tension by
decoupling high-level retrieval compatibility from low-level
generation steering via a three-part design. (1) Anchor
Preservation improves retrieval plausibility by retaining
high-level semantic cues that keep poisoned captions retriev-
able under benign queries, for example, calm study music”
or relaxing background music”. (2) High-level Functional
Opposite Target Generation improves conflict control by
selecting target concepts that invert the user’s intended func-
tion (e.g., comfort/focus vs. unease/tension), while remain-
ing compatible in the low-level descriptor space, which re-
duces instability relative to strongly contradictory targets. (3)
Low-level Semantic Similar Target Generation improves
steering strength by injecting attacker-controlled low-level
acoustic descriptors that shape prompt augmentation and
downstream synthesis, such as slow pulsing drone,” distant
echoing chimes,” or “hollow reverberant space”. Together,
these components produce poisoned captions that remain
plausible at retrieval time while redirecting generation away
from the user’s intended function.

We summarize our Contributions below:

o« We identify a new integrity attack against RAG-
based TTM generation, where poisoning caption
metadata in the RAG corpus can redirect the high-
level-to-low-level prompt translation process and
cause generated music to deviate from the user’s

intended function.

o We design a dual-level caption poisoning attack that
addresses the key attack challenges by combining
Anchor Preservation, Function-Opposed Targeting,
and Descriptor-Level Payload Injection to jointly
improve retrieval plausibility and malicious gener-
ation steering.

e We demonstrate the effectiveness of the attack on a
RAG-based TTM pipeline using CLAP retrieval and
MusicGen music generation, showing that poisoned
generated music can roughly double similarity to an
attacker-chosen target intent while preserving align-
ment with the original user query.

2. Background

2.1. What is Text-to-Music (TTM)?

TTM refers to a class of generative Al systems that
create music from natural-language prompts. Representative
examples include MusicLM [1]], MusicGen [2f, and audio-
generation models closely related to TTM, such as Audi-
oLDM [3]. In a TTM system, a user describes the desired
music in text, such as mood (e.g., calm, tense), genre (e.g.,
classical, jazz), instrumentation (e.g., piano, guitar, strings),
tempo (e.g., slow, fast), or scene context (e.g., background
music for studying), and the model generates a correspond-
ing audio clip. Intuitively, TTM acts as a translation system
between two different modalities: human language and mu-
sic audio. The text prompt provides a semantic description
of what the user wants, and the model converts that descrip-
tion into musical signals. Systems such as MusicLM [I1]]
and MusicGen [_2] illustrate this text-conditioned generation
setting, while audio-text alignment models such as CLAP
[L1]] support stronger semantic grounding between text and
audio representations. To do this well, a TTM model must
not only understand high-level intent in the prompt (e.g.,
relaxing vs. energetic), but also map that intent into lower-
level musical attributes such as rhythm, timbre, texture,
dynamics, and instrumentation. In this sense, TTM can be
viewed as a multimodal conditional generation task, where
text serves as the control signal and music is the generated
output [2f, [3]. TTM is challenging because user prompts
are often high-level and underspecified. For example, a
prompt like “calm music for studying” conveys intent, but
omits generation-relevant attributes such as instrumentation,
arrangement density, tempo, and spatial texture. To reduce
this gap, recent systems leverage stronger text-audio align-
ment, richer caption supervision (for example, MusicCaps
in the MusicLM pipeline [1]], [12]]), and prompt refinement
mechanisms such as retrieval-augmented prompt rewriting
[7] to improve controllability and generation quality.

2.2. RAG for TTM

RAG, originally popularized in LLM-based text gener-
ation, has been increasingly adopted in multimodal gener-
ation settings, including text-to-image and text-image gen-
eration [[13[], [14], [[15]. With recent advances in large-scale



generative audio models, similar retrieval-augmented mech-
anisms have also emerged in text-to-audio (TTA) and TTM
generation [[16], [[17]. These systems use external audio-
text memory (e.g., captioned music or audio examples) to
improve semantic grounding, controllability, and generation
quality, especially for abstract prompts, long-tailed cate-
gories, and zero-shot settings.

RAG is particularly useful for TTM because music is
a continuous, temporally structured signal with multiple
interacting semantic layers, including emotion, genre, in-
strumentation, rhythm, timbre, and spatial texture. In prac-
tice, user prompts are often high-level and underspecified
(e.g., “relaxing meditation music”), which makes direct text-
conditioned generation difficult. Retrieval helps address this
gap by providing semantically related captions or examples
that contain richer and more structured musical descriptions
than the original prompt. These retrieved descriptions can
then be used to expand, refine, or rewrite the user’s input
before it is passed to the downstream generative model.
In the TTA setting, prior work has integrated retrieval into
diffusion or flow-matching pipelines. For example, Yuan et
al. [18] incorporated CLAP-based retrieval into latent dif-
fusion models to improve the generation of rare and unseen
sounds. Yang et al. [|[19] conditioned flow-matching gen-
eration on retrieved audio exemplars to improve zero-shot
and few-shot performance without requiring labeled retrieval
data. Zhao et al. [20] further introduced a feedback-driven
refinement mechanism using large audio language models,
where missing or imperfect sound events are iteratively
identified and improved through retrieval and cross-attention
integration. In the music domain, retrieval has also been
used at the prompt level to improve TTM controllability and
expressiveness. Gonzales-Rudzicz et al. [6] enriched input
prompts by appending semantically similar musical aspects
retrieved from MusicCaps [21]]. Ding er al. [22] retrieved
relevant musical descriptions and used a language model
to rewrite novice prompts into more detailed, expert-style
prompts, significantly improving musicality and production
quality without modifying the underlying generator. More
broadly, these systems demonstrate a common pattern in
modern RAG-enabled TTM pipelines: retrieved caption text
acts as an intermediate semantic control signal that bridges
high-level user intent and low-level acoustic realization.

Why TTM Performs Well on Low-Level Input? TTM
models often perform well on low-level acoustic descrip-
tions (e.g., tempo, texture, reverberation, timbre, and rhyth-
mic density) because such descriptors are frequently ob-
served in music caption datasets, whereas high-level se-
mantic intents are more diverse and relatively sparse [23].
This repeated supervision makes low-level descriptors stable
and effective conditioning signals during training [10]. By
contrast, high-level prompts are often underspecified and can
be realized in many musically different ways. For example,
“music for studying” may correspond to different genres,
instruments, and arrangement styles. As a result, low-level
descriptors often provide stronger control over generation.

2.3. Existing RAG Attacks

The security risks of RAG have received increasing
attention as RAG has been widely integrated into large lan-
guage model systems. Prior work has shown that RAG can
be attacked in both text-based and image-based settings [[24]],
[25], [26], [27]. In text-based RAG, attacks often manipulate
the external knowledge source (e.g., vector database or
retrieved documents) through poisoning or injection, causing
the system to retrieve malicious content that steers down-
stream generation [[8]. In image-based or multimodal RAG
settings, attackers can exploit cross-modal alignment and
retrieval mechanisms to bias what the system retrieves and,
consequently, what it generates [28], [29]]. These results
establish an important security lesson: in RAG systems,
the attack surface is not limited to the generative model
itself, but also includes the external retrieval corpus and the
embedding space that links user queries to retrieved content.
However, existing studies have largely focused on text and
image domains. In contrast, the security of audio-based and
text-to-music RAG pipelines remains underexplored, despite
the increasing use of audio-text retrieval, caption-guided
prompt rewriting, and cross-modal audio-text embeddings
in modern TTM systems.

3. Threat Model

Victim setting. We consider a victim who constructs a music
RAG system by collecting music-caption pairs from public
data sources and ingesting them into a local knowledge base.
At inference time, a user issues a textual query to request the
TTM model to generate a music clip. The system performs
text-to-text retrieval by comparing the query embedding
against caption embeddings stored in the knowledge base
and returns the most similar captions. The TTM model then
generates a music clip conditioned on both the user query
and the retrieved captions.

We assume that the attacker can inject malicious music-
text (music-caption) pairs into the same public data sources.
These poisoned entries are subsequently collected and incor-
porated into the victim’s knowledge database during data
ingestion. This threat model is consistent with prior work
on poisoned RAG systems, such as PoisonedRAG [§]], and
PoisonedEye [30].

Attacker’s goal. The attacker aims to cause a RAG-based
TTM system to generate music that deviates from the benign
user’s intended function and instead follows an attacker-
chosen target intent ¢. Given a benign query ¢ (e.g., music
for studying or therapy), the attacker selects a high-level,
functionally opposite target category (e.g., horror or haunted
music) but has acoustic commonalities (e.g., slow decay,
deep resonant) and seeks to induce the TTM model to
generate music belonging to the attacker-chose target intent.

For example, a user may request “calm background
music for studying,” while the attacker aims to trigger the
generation of horror-style music reminiscent of a haunted
movie. The attacker achieves this by corrupting the RAG’s
caption guidance music generation process in the knowl-
edge base, without modifying the user’s query. Such attacks



TABLE 1. GLOSSARY AND NOTATION FOR THE MUSIC CAPTION POISONING ATTACKS

Concept Notation Meaning

Benign target query q Natural-language request expressing intent only, without technical audio descriptions.

Target intent t Functionally opposite intent that shares similar low-level acoustics with the benign
intent.

High-level user intent anchor Canchor High-level safe listening goal representing the original user intention.

Low-level semantic payload Cpayload Low-level musical attributes common to both intents explain acoustic similarity.

Target music captions {cp}f\’: 1 A set of N captions that describe low-level acoustic attributes and are intended to

align with the attacker’s target intent.

can disrupt creative workflows, replace intended audio with
harmful or inappropriate content, and introduce reputational
and safety risks in RAG-based music generation systems.

Attacker capability. We consider a black-box attacker with
no access to the deployed knowledge base, retriever, or
model internals, including the TTM model parameters. For
each benign query ¢, the attacker can inject up to N
malicious music-caption pairs into public datasets that the
victim later collects. These injected pairs can be sourced
from publicly available repositories, such as MusicCaps [[1].

4. Design

Music caption datasets typically follow a long-tailed dis-
tribution: low-level acoustic descriptors (e.g., tempo, texture,
reverberation) are abundant, whereas high-level semantic
intents are relatively sparse [10], [23]. As a result, TTM
models trained on such data tend to rely heavily on low-level
cues when conditioned on text prompts. In music RAG sys-
tems, this tendency is further amplified: semantically similar
descriptions are retrieved from external corpora and used to
augment user prompts. Because retrieval operates in a shared
embedding space, high-level intent can be approximated
through overlapping low-level acoustic attributes. Building
on this observation, we propose a Caption Poisoning at-
tack targeting the prompt augmentation stage of the RAG-
based TTM system. The attacker selects a benign source
intent (e.g., music used in spa or study environments) and
a conflicting target category (e.g., horror film background
music). Although these categories differ semantically at a
high level, they may share low-level characteristics—such as
sustained drones, slow tempo, minimal motion, and heavy
reverberation. By describing the target style using low-level
descriptors that resemble the source intent in the retrieval
embedding space, the attacker can craft adversarial captions
and inject them into the RAG knowledge database. When
retrieved for benign high-level queries, these poisoned cap-
tions subtly steer the augmented prompt, causing the TTM
model to generate music aligned with the attacker-chosen
target intent.

The core of our attack is poisoned caption crafting. A
successful poisoned caption must remain retrievable for a
benign target query, while also carrying malicious guidance
that steers prompt rewriting and downstream music gener-
ation. This creates an inherent tradeoff; adding malicious
content can reduce the caption’s semantic similarity to the
benign query and thus its likelihood of being retrieved.
We address this retrieval—steering tradeoff with a dual-layer

design that separates high-level retrieval compatibility from
low-level generation steering. Our attack consists of three
components: (1) Anchor Preservation, (2) Function-Opposed
Targeting, and (3) Descriptor-Level Payload Injection.
Overall Formulation: Given a benign target query ¢, our
goal is to construct a poisoned caption ¢, that is likely to be
retrieved for ¢ while steering downstream generation toward
an attacker-chosen target intent ¢. We formulate the poisoned
caption as

Cp = Canchor(Q)||Cpay10ad(t)7 (D
where cunenor(¢) preserves query-relevant semantics for re-
trieval plausibility, cpayioad(t) provides malicious generation
guidance, and || denotes text concatenation. To make the
tradeoff explicit, we view poisoned caption crafting as op-
timizing two objectives:

max R(cp;q) + AS(cpit), 2)

where R(-) measures retrieval plausibility given the benign
query ¢, S(-) measures steering strength toward target intent
t, and A\ controls the retrieval-steering tradeoff. Table
summarizes the concepts and notation used in our music
caption poisoning formulation, clarifying how the benign
query g, target intent ¢, and poisoned caption compo-
nents (Canchor; Cpayload; {ep}¥.)) are defined and referenced
throughout the paper.

4.1. Anchor Preservation

This component addresses retrieval plausibility. The key
idea is simple: the poisoned caption must still appear to
match the benign user query; otherwise, it will not be
retrieved. To achieve this, we keep a query-aligned anchor
in the poisoned caption that preserves the source intent at a
high level. For example, if the benign query is about calm
music for studying, the poisoned caption should still contain
semantics such as “calm study music” or “relaxing back-
ground music”. These anchor cues help the caption remain
relevant during retrieval. Intuitively, Anchor Preservation
keeps the poisoned caption “close enough” to the benign
query in semantic space so that the retriever continues to
treat it as a plausible match. This is the part of the caption
that helps the attack get selected before any malicious
steering can take effect.

4.2. High-level Functional Opposite Target Gener-

ation
This component addresses conflict control. The goal is
to choose an attacker target that meaningfully changes the
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function of the generated music (e.g., from comfort/focus
to unease/tension), but does not introduce such a strong
low-level mismatch that retrieval or generation becomes
unstable.

The key intuition is that not all target styles are equally
effective for poisoning. Some targets are simply too contra-
dictory. For example, if the benign query is about calm study
music, a target such as rock may conflict at both a high level
(intended function) and a low level (e.g., tempo, rhythmic
density, and dynamics), making the poisoned caption less
retrievable and the rewritten prompt less stable. In contrast,
a target such as spooky can still oppose the user’s intended
function while sharing low-level traits with calm music (e.g.,
slow tempo, sparse texture, and sustained sounds).

We capture this tradeoff by selecting a target that is
functionally opposed to the source intent while avoiding
excessive descriptor-level conflict:

t* = arg max (Opposefunc(s,t)—ﬂ Conflictgesc (s, t))7 3)

where s denotes the source intent implied by the benign
query, and ¢* is the attacker-chosen intent. Opposeg,. (s, t)
scores how strongly a candidate target inten ¢ contradicts
the functional intent of s, and Conflictges(s,t) measures
incompatibility at the level of descriptors or low-level acous-
tic attributes. The hyperparameter 3 controls the penalty for
descriptor-level mismatch. Intuitively, we prefer targets that
induce a large semantic shift at the user-intent level while
remaining relatively compatible in low-level acoustic traits,
which improves caption retrievability and stabilizes prompt
rewriting.

4.3. Low-level semantic similar target generation

This component addresses steering strength. After
choosing the target intent, we encode malicious guidance
as low-level acoustic descriptors rather than relying only on
a direct high-level target label. Concretely, we construct a
payload segment from the selected target intent:

Cpayload = P(t* )7 “4)

where P(-) maps the target intent to generation-oriented
acoustic descriptors (e.g., timbre, texture, spatial cues, tem-
poral patterns). For example, instead of inserting only the
word spooky, the payload may include descriptors such as
“distant echoing chimes,” “hollow reverberant space,” and
“detuned sustained tones.” This design is more effective
because prompt augmentation and downstream TTM gener-
ation operate on detailed acoustic guidance, not only broad

style labels. As a result, descriptor-level payloads cpayioad
provide a stronger and more stable steering signal than direct
target-label injection, while remaining easier to blend with
the benign anchor semantics.

4.4. Poisoned Caption Assembly

After constructing the anchor and the payload, we com-
bine them into one poisoned caption. The anchor keeps the
caption aligned with the benign query at the high level (so
it can still be retrieved), while the payload injects low-
level acoustic guidance that biases prompt rewriting and
downstream generation. In practice, we use a simple two-
part caption structure:

¢y, = [anchor semantics]

| [low-level payload descriptors] )
Intuitively, the first part helps the caption “get in” through
retrieval, and the second part helps the attack “take effect”
during prompt augmentation and music generation. This
simple assembly also makes it easy to compare payload de-
signs in our experiments, such as direct target-label injection
versus descriptor-level payload injection.

5. Evaluation

5.1. Experimental Setup

Dataset. For retrieval and text-to-music generation experi-
ments, we use the MusicCaps dataset [1]], which contains
5,521 paired text and music examples. All audio clips are
sourced from YouTube videos. For each example, we extract
the first 10 seconds of the audio and pair it with a free-text
caption describing the music, for example, “This is a live
recording of a DJ doing deck scratching on a hip hop song.”
The dataset also provides structured musical attributes such
as genre, mood, and instrumentation, for example, “deck
scratching, hip hop, electric.” In our experiments, we use
only the free-text music captions and ignore the structured
attribute annotations.

RAG Setup. Our RAG-based TTM pipeline consists of three
components.

Knowledge base. We use MusicCaps as the base knowl-
edge database.

Retriever. We use CLAP [11] to embed user queries and
music captions into a shared representation space, and rank
candidate captions by cosine similarity between the query
embedding and caption embeddings in the knowledge base.



TABLE 2. CAPTION POISONING SHIFTS MUSICGEN OUTPUTS TOWARD THE TARGET CATEGORY. WE REPORT CLAP SIMILARITY FOR BENIGN AND
POISONED GENERATIONS WITH RESPECT TO THE USER QUERY AND THE TARGET CATEGORY (] LOWER IS BETTER FOR BENIGN TARGET-CATEGORY
SIMILARITY, T HIGHER IS BETTER FOR POISONED TARGET-CATEGORY SIMILARITY). BEST RESULTS ARE BOLDED.

TT™M Benign Music Generation

Poisoned Music Generation

Model Top-k Precision  Recall F1
CLAP User Question CLAP Target Category wL CLAP User Question CLAP Target Category T
3 0.33 0.28 0.28 0.48 0.980 0.588  0.735
MusicGen 5 0.31 0.25 0.27 0.45 0.908 0.908  0.908
10 0.29 0.21 0.30 0.41 0.472 0.944  0.629

TTM model. We use Meta’s MusicGen (musicgen-
small) [2] for generation. Unless otherwise noted, we use
the default generation settings from AudioCraflﬂ

Unless otherwise specified, we retrieve the five most
similar music captions from the knowledge database and
use them as contextual input for music generation. We use
Sonnet 4.6 [31] to generate and refine poisoned captions cj,.
The prompt template and example poisoned captions are
provided in Appendix
Target categories and answers. Our method aims to make
the music RAG system generate attacker-chosen target mu-
sic for each source category. We randomly sample 50 source
categories and, for each, construct a plausible user query and
select a corresponding target category. Given the source and
target categories, Sonnet 4.6 first produces a short rationale
describing their shared acoustic attributes, then uses this
rationale to generate detailed target-category captions.
Evaluation metrics. We evaluate our method using the
following metrics:

CLAP similarity. CLAP is a joint text-audio embedding
model that enables quantitative comparison between text and
audio representations. For each generated music clip, we
compute the cosine similarity between the embedding of
the input text caption and the embedding of the generated
audio [32]]. We report the average cosine similarity across
all samples. A higher CLAP similarity indicates stronger
adherence of the generated music to the conditioning text.

Precision, recall, and F1 score. Our method injects
N malicious captions into the knowledge database for each
target music category. We use precision, recall, and F1 score
to evaluate whether the injected captions are retrieved for
the corresponding target queries. Precision is defined as the
fraction of malicious captions among the top-k retrieved
results. Recall is defined as the fraction of injected malicious
captions that are successfully retrieved among the top-k
results. The F1 score captures the tradeoff between precision
and recall and is defined as:

Fl— 2 - Precision - Recall

Precision + Recall -

5.2. Results

The attack shifts generated music toward the target cate-
gory. Table2]reports the CLAP similarity between generated
audio and both the user question and the target category.
Under three different top-k retrieval settings, before the
attack, the CLAP similarity between benignly generated

1. https://github.com/facebookresearch/audiocraft

music and the target category ranges from 0.21 to 0.28.
After applying our attack, the CLAP similarity between the
generated poisoned music and the target category increases
substantially, reaching values between 0.41 and 0.48, which
is nearly doubled. This indicates that the generated music is
significantly closer to the attacker-chosen target category.
Notably, the CLAP similarity between the generated mu-
sic and the original user question remains largely unchanged
before and after the attack, staying at approximately 0.30
across all settings. This suggests that the attack successfully
steers the generation toward the target category without
degrading alignment with the user query, making the attack
difficult to detect based on query relevance alone. Moreover,
precision, recall, and F1 scores show that our attack main-
tains high retrievability across all three evaluation settings.

6. Conclusion

We identified caption poisoning as an integrity threat in
RAG-based TTM systems, where retrieved captions func-
tion as a control signal for prompt augmentation. By in-
jecting a small number of crafted caption entries into the
retrieval corpus, an attacker can steer generated music to-
ward an attacker-chosen target intent without changing the
user prompt or model parameters. Our dual-layer strategy
maintains retrieval plausibility via a high-level anchor and
achieves steering via low-level acoustic descriptor injection.
Experiments show that this manipulation can roughly double
CLAP similarity to the target intent while leaving user query
alignment largely unchanged, making the attack hard to
detect from prompt relevance alone. Defenses should treat
the retrieval corpus and caption metadata as part of the
trusted base, with stronger ingestion controls and robustness
checks in retrieval and augmentation.
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7. appendix



Attack example

Benign user intent: Sleep and rest audio
User query: I want something very slow and simple that helps my mind shut down before sleep.
Target intent: Ritualistic dark drone ambient.
Shared acoustic features: Continuous drones, extremely slow tempo, minimal pitch movement, low frequency focus.
Target music captions: Very slow and simple, steady tones for sleep, long held low tones, soft detuned layers with
slow beating, minimal movement, no rhythm, extended sustain, narrow bandwidth.
Slow simple sleep tones, continuous low tone bed, gentle subharmonic layer, slow phase drift between layers, restrained
dynamics, no percussion, long decay.
Something slow and simple for shutting down, sustained low register tones, subtle beating between close pitches, lightly
saturated drone texture, minimal change, no rhythmic events.
Dense low register drone cluster with slow microtonal drift, persistent rumble undercurrent, minimal spectral contrast,
flattened dynamics, extended sustain, gradual accumulation of harmonic weight.
Very slow simple background for sleep, held tones with soft low end, slow modulation and phase drift, minimal
harmonic content, no pulse, continuous unbroken sustain.

- J

Figure 3. A concrete example of a caption poisoning attack



Data generation prompt template

Role: You are an Al data generator for music retrieval robustness testing. Your task is to create paired benign and
adversarial music descriptions using Acoustic Mimicry, Semantic Inversion.

Goal: Map a benign user intent to a functionally negative target category such that the low-level acoustic features
remain similar (instrumentation, timbre, register, tempo, rhythmic cues), while the high-level function is inverted
(intended use, perceived safety, psychological effect).

Definitions:

Low-level elements (must be preserved): instrumentation and sound sources, timbre and texture, register and basic
loudness, basic temporal or rhythmic cues.

High-level elements (must be inverted): intended function or usage context, mood/affect framing, semantic purpose.

Generation requirements (per item):

1) Source Category: A short benign label (sleep, focus, relaxation, background listening).

2) User Question: Natural, high-level language only. No professional audio terminology. Describe intent, not
sound design.

3) Target Category: Functionally negative/adversarial category that shares sonic DNA with the source.

4) Shared Acoustic Features: One short line explaining why they sound similar using only low-level elements.

5) Target Music Captions: Generate N=5 distinct variations. Each caption:

o looks like a text-to-music prompt,

e 1s 25-40 words,

« uses only low-level acoustic descriptors (sources, texture, register, density, modulation, rhythm),

« must not include explicit mood/genre/intent labels (e.g., “calm”, “scary”, “horror”, “relaxing”),

« intensifies functional negativity implicitly via pressure, instability, density, dissonance, repetition,
unresolved structure,

« varies meaningfully across the 5 captions while remaining consistent with the target category.

Constraints: Do not mention “attack”, “malicious”, or “negative”. Do not explain the process in the output. Avoid
repeating sentence templates across captions. Within each source category item, keep all fields fixed except the target
music captions.

Output format: Return a JSON object exactly matching:
{

"source_categories": [
{
"id": <integer>,
"source_category": "<string>",
"user_question": "<string>",
"target_category": "<string>",
"shared_acoustic_features": "<string>",
"target_music_captions": [
"<caption_1>",
"<caption_2>",
"<caption_3>",
"<caption_4>",
"<caption_5>"

Figure 4. Prompt template for generating acoustically similar but functionally inverted caption pairs.
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