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Abstract

Advances in generative audio have intensified copyright con-
cerns, making audio watermarking increasingly important for
asserting ownership. However, existing audio watermarking
methods are vulnerable to adversarial attacks. We find that
watermark decoder message probabilities follow normal distri-
butions, a property exploited by defenses to detect manipula-
tions. This paper introduces an adaptive audio watermark attack
method (AWM) designed to bypass existing defense strategies.
AWM uses a two-stage optimization: the first stage ensures at-
tack success, while the second improves audio quality. To evade
detection, it estimates normal distribution parameters from lim-
ited samples of the target audio, and then adaptively steers de-
coded probabilities back into the estimated range. Evaluated on
two watermarking methods across three voice datasets, AWM
achieves high success while bypassing state-of-the-art detec-
tors: detection rates are below 10% for replacement and cre-
ation, and 0% for removal.

Index Terms: Audio watermark, outlier detection, adaptive at-
tack

1. Introduction

In recent years, the rapid growth of social networking plat-
forms has encouraged many users to publicly share their audio
content, including original works such as audiobooks and self-
produced music. These audio contents might bring them in-
come. However, many unauthorized users copy creative works,
modify them, and re-upload them to mainstream platforms for
profit, which significantly discourages original audio creators.
Besides, voice cloning attacks can illegally synthesize the tar-
get’s voice for malicious purposes, potentially resulting in se-
vere consequences such as financial losses and reputation dam-
age [1].

To address these issues, deep-learning-based watermarking
has been proposed [2]. It embeds a noise-tolerant signal into
the target audio, which remains imperceptible to human hear-
ing while being detectable by specialized Al models. Accord-
ingly, most approaches adopt an encoder—decoder architecture
to embed and recover the signal. To improve robustness, train-
ing pipelines incorporate training data from distortion attack
models, e.g., re-recording [3], voice cloning [4, 5], and lossy
codec compression [6], such that the watermark could survive
common real-world transformations.

However, the robustness of deep-learning-based audio wa-
termarking methods against adversarial attacks remains a crit-
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Figure 1: Overview of the watermark attack (left) and the water-
mark attack detection process used to detect whether the audio
has been tampered with (right).

ical concern [7]. Recent studies [8, 9] show that attackers can
remove or forge watermarks by embedding carefully crafted ad-
versarial perturbations. These attacks operate by adding and
optimizing a perturbation signal so that the watermark decoder
is misled into producing incorrect outputs. Yet, existing attack
strategies face the following challenges:

C1: How to design an attack method to balance audio qual-
ity and attack effectiveness? The encoder ensures the watermark
is imperceptible, while the decoder recovers the watermark un-
der various distortions. In practice, the decoder is more publicly
accessible and therefore becomes the primary source of model
knowledge in most attack scenarios. However, deceiving the
decoder may introduce certain noise artifacts. An overly ag-
gressive attack can significantly degrade audio quality, while
prioritizing perceptual quality may compromise attack success.
As a result, it is essential to strike a balance that ensures suffi-
cient attack effectiveness while preserving audio quality.

C2: How to design an attack to bypass the detection strat-
egy? For a given audio input, the decoder outputs both a binary
message and the associated bit-wise probabilities. These prob-
abilities tend to follow a normal distribution, and defenders can
leverage this property to detect whether an audio sample has
been tampered with. Consequently, after successfully altering
the binary watermark message bits, attackers must further opti-
mize the audio to ensure that the decoded message probabilities
fall within the range classified by the defender as non-outliers.

C3: How to select the suitable audio samples to estimate
the decoded message probability distribution? To estimate the



distribution parameters required for a successful and stealthy
attack, they must instead rely on querying and analyzing the
decoder’s outputs. Because different input samples induce dif-
ferent probability patterns, the parameters estimated by the at-
tacker can diverge significantly from the defender’s true pa-
rameters, and this mismatch can ultimately lead to attack fail-
ure. Therefore, it necessitates designing an effective estimation
strategy to improve the attack success rate.

In this paper, we propose AWM, an Adaptive audio Wa-
terMark attack method, which is capable of bypassing the de-
fender’s detection strategy. Figure 1 illustrates the application
scenarios. The attacker obtains the target audio and adds an
adversarial perturbation to generate the perturbed audio. The
defender then receives the perturbed audio and uses the water-
mark decoder to extract the message probabilities. A predefined
set of distribution parameters is employed to detect outliers. If
any outliers are identified, the audio is classified as “attacked”;
otherwise, it is considered “clean”. We propose three schemes
to address the challenges above.

To address C1, we design a two-step attack framework.
The first step focuses on maximizing attack effectiveness while
evading the defender’s detection strategy. The second step aims
to improve audio quality. Inspired by [10], we introduce a
threshold-based post-processing step that refines the perturba-
tion to enhance audio quality, while constraining the decoded
message probabilities to remain within the expected normal
range.

To address C2, we develop an adaptive optimization strat-
egy that explicitly steers the decoded message probabilities to-
ward the estimated normal distribution range. The key idea is
to prioritize optimization on probabilities that fall outside this
range: if a perturbed bit probability already lies within the esti-
mated normal region, its optimization weight is reduced. This
yields a dynamic optimization process that concentrates on the
most “at-risk” binary message bits.

To address C3, we leverage the observation that data with
similar feature distributions tend to produce similar decoded
message probability distributions [11, 12]. Accordingly, we es-
timate the required probability distribution parameters by col-
lecting a limited set of audio samples whose features closely
resemble those of the target audio.

In this paper, we make the following contributions:

* We empirically demonstrate that the decoded message prob-
abilities output by the watermark decoder tend to follow nor-
mal distributions. This statistical property can be leveraged
by defenders to design detection strategies based on outlier
detection.

* We propose AWM, an adaptive audio watermark attack
method that supports three attack types. Through a two-
step optimization framework, AWM can bypass distribution-
based detection strategies and preserve audio quality. The
adaptive optimization strategy focuses updates on the mes-
sage bits with the most uncertain probabilities, further im-
proving attack effectiveness.

* We evaluate AWM on three speech datasets and two
state-of-the-art watermarking models. Compared to base-
line methods, AWM achieves superior performance in
both Attack Success Rate (ASR) and Detection Success
Rate (DSR). Moreover, even after applying five no-box
perturbations, AWM consistently maintains a high ASR,
with most scores approaching or reaching 100%. The
source code and demos are available on https://
adaptiveaudiowmattack.github.io/

2. Related Work

Deep Learning-Based Audio Watermarking. Unlike tradi-
tional schemes [13], which rely on predefined transformations,
deep-learning-based schemes can learn complex feature repre-
sentations and optimize watermarking dynamically [4, 5, 14,
15, 16]. These schemes follow the architecture of the Encoder-
Distortion-Decoder. The encoder embeds the watermark into
the audio and generates the watermarked audio, the decoder re-
ceives the watermarked audio and extracts the corresponding
watermark, and the distortion simulates a variety of potential at-
tack scenarios. This paper implements the defense mechanism
and attack strategy by utilizing this scheme.

Audio Watermark Attack. Audio watermark attacks based on
adversarial perturbations can be categorized as no-box, black-
box, or white-box, depending on the attacker’s knowledge of
the watermarking model. In no-box perturbations, the attacker
relies on generic audio processing techniques (e.g., compres-
sion [17], voice conversion [18, 19], and text-to-speech [20,
21]). In black-box perturbations, the attacker can query the wa-
termarking detector but does not have access to its internal ar-
chitecture or parameters [22, 23] . In white-box perturbations,
the attacker has full access to the detector, including its architec-
ture and parameters, and introduces a perturbation to perform
the gradient-based attack [24, 25]. While some existing stud-
ies [9, 26, 8] are either easily detected or generate the perturbed
audio with poor quality. In this paper, we focus on balancing
the attack effectiveness and audio quality.

Audio Watermark Attack Detection. Adversarial examples
and watermarks both achieve the desired goal by adding im-
perceptible noise. Different from adversarial examples, adding
watermarks to objects has little impact on the performance of
the model inference (such as audio classification models [27]
and speech recognition models [28]). Therefore, some outlier
detection methods based on the time series [29, 30] are ineffec-
tive for identifying whether an audio sample has been tampered
with. Recent studies have explored detection methods for gen-
erated images [31, 32], watermark images [12, 26], and audio
deepfake [33, 34]. However, to the best of our knowledge, these
approaches cannot be directly applicable to detecting audio wa-
termark attacks.

3. Background
3.1. Preliminary

Adding perturbations to the audio is a common strategy for at-
tacks against watermarking systems. The core idea is to either
destroy the original watermark or forge a new one by introduc-
ing perturbations that deceive the watermark decoder.

Audio Watermark Decoder. The audio watermark decoder
Dec(+) takes the encoded audio as input and outputs the ex-
tracted message. The extracted message can be represented in
two forms: a binary message and message probabilities. The
binary message is a direct representation of the decoded output
as a sequence of Os and 1s, denoted as m € {0,1}". The mes-
sage probabilities provide the decoder’s confidence values for
each bit, indicating the likelihood of the bit being 1 or 0. A pre-
defined threshold 6 is used to convert probabilities into binary
message values: if a probability exceeds the threshold, the bi-
nary message bit is decoded as 1; otherwise, it is decoded as O.
The form of message probabilities can be written as:

p = Dec(s), €))

where s is clean or watermarked audio, Dec(+) is the watermark


https://adaptiveaudiowmattack.github.io/
https://adaptiveaudiowmattack.github.io/

decoder.

Let s. denote clean audio and s,, denote watermarked au-

dio. The watermark decoder Dec(-) extracts the clean message
probabilities p. from s. and the watermarked message proba-
bilities p., from s,,, respectively. The attacker specifies a target
message probability, denoted as p;. A perturbation § is intro-
duced to perform the attack on the audio.
Watermark Replacement. In watermark replacement, a per-
turbation 0 is added to the watermarked audio s,,, deceiving
the decoder into misclassifying the embedded watermark as a
different one. Formally, the goal of watermark replacement is:

57‘6placement = arg H%inHDeC(Sw + 6) - pt” (2)

Watermark Creation. Watermark creation involves adding a
perturbation J to a clean audio s. to generate a perturbed wa-
termarked audio, which deceives the watermark decoder into
recognizing it as containing a valid watermark. Formally, the
goal of watermark creation is:

5c'reation = arg l’l’léil’l”DGC(Sc + 5) - pt)” (3)

Watermark Removal. Watermark removal is an untargeted at-
tack aimed at removing the embedded watermark. We introduce
a watermark detector, Detector(-), which determines whether
the audio contains a watermark. A perturbation ¢ is added to the
watermarked audio s,, to mislead the detector into classifying
the perturbed audio as unwatermarked (i.e., clean). Formally,
the goal of watermark removal can be expressed as:

Oremoval = arg m(sin||6|| s.t. Detector(sy + 0) = None. (4)

3.2. Message Probability Distribution

Benign Data Distribution. The watermark decoder outputs
the message probabilities for each binary message bit. A bit
is decoded as 1 if its probability exceeds a predefined threshold;
otherwise, it is decoded as 0. For both clean and watermarked
audio, we observe two distinct distributions, each following a
normal distribution pattern. Clean audio exhibits a unimodal
normal distribution, with the peak density centered near the pre-
defined threshold. Specifically, in the Timbre, message proba-
bilities below 0 are decoded as 0, while message probabilities
above 0 are decoded as 1. As shown in Figure 2(a), where the
threshold is set to 0, the mean p of the distribution is also close
to 0. In contrast, the watermarked audio follows a bimodal, ap-
proximately normal distribution (Figure 2(b)), with two peaks
corresponding to the decoded binary message values 0 and 1.
Audio Watermark Attack Distribution. For existing water-
mark attack methods [8], we observe that the distributions of
message probabilities deviate significantly from the benign data
distributions. Figure 3(a) illustrates the distribution of message
probabilities under watermark removal attacks. Compared to
Figure 2(a), the message distribution under attack differs in the
range of message probabilities along the x-axis, even though
it still exhibits a unimodal normal distribution. Figure 3(b)
presents the distribution of watermark creation attacks. Here,
most message probability values cluster around the threshold
value of 0. In contrast to the clear bimodal normal distribution
shown in Figure 2(b), the distribution resulting from the attack
visually diverges from the benign data distribution.

3.3. Threat Model

The attackers perform watermark attacks to either claim new
copyright ownership or remove the original copyright. We as-
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Figure 2: Distribution of benign message probabilities.
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Figure 3: Distribution of message probabilities under attacks
(Timbre). We use the AudioMarkBench to perform the attacks.

sume that: 1) attackers have no access to the data used by de-
fenders to fit the distribution, nor to the audio dataset used to
train the watermarking model; 2) they have no access to the
ground-truth watermark message embedded in the target audio;
but they can get the message probabilities from the watermark
decoder, allowing them to perform gradient-based attacks; 3)
they do not possess the complete watermarking model, but they
can embed watermarks into a small set of clean audio samples;
4) they are aware that the decoded message probabilities output
by the watermark decoder follow a normal distribution, but they
do not know the corresponding mean and standard deviation.

The defenders are the attack detectors, who identify
whether audio has been tampered with. We assume that: 1)
defenders have access to a large number of ground-truth audio
samples, which are used to fit a normal distribution and estimate
the mean and variance via maximum likelihood estimation; 2)
the watermarking model is publicly available through an online
platform for commercial use, with a limit on the number of wa-
termarked audio samples that each user can generate per day.

4. Methodology

In this section, we first introduce a detection method based on
outlier detection to identify if the given audio sample has been
attacked. Second, we design our adaptive attack, which aims to
achieve a successful attack while preserving perceptual quality.
Meanwhile, we describe the adaptive optimization process for
the three attack types.
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Figure 4: Audio watermark attack detection. The defender uses
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the reference distribution (top) and applies outlier detection
with respect to this distribution to determine whether an audio
sample has been attacked (bottom).

4.1. Audio Watermark Attack Detection

As demonstrated in Section 3.2, the distribution of message
probabilities in perturbed audio exhibits significant deviations
from that of benign audio, thereby providing the foundation for
our proposed detection mechanism to effectively distinguish be-
tween the two. Figure 4 illustrates the audio watermark attack
detection method, which introduces a two-step approach.
Distribution-Based Detection Design. The key intuition is that
message probabilities from clean and watermarked audio follow
different statistical patterns. Building on this, we propose that
the defenders can collect ground-truth audio, extract message
probabilities with the watermark decoder, and apply maximum
likelihood estimation to model their distributions. As shown
in Figure 2, this process yields three normal distributions: one
derived from message probabilities of clean audio and two from
those of watermarked audio.

Specifically, given n audio samples, each producing a prob-
ability vector of size 1 X N message probabilities, the complete
set of message probabilities is denoted as:

P11 P12 e PiN
p= D21 D22 et DP2N c Ran
Pn1  Pn2 *tt PnN

The mean p and standard deviation o of the normal distribution
estimated via maximum likelihood are:

1 n N 1 n N )
=N 2o 2P DB BICIEN IR C)

=1 j=1 i=1 j=1

Finally, the defender obtains the corresponding means p and
standard deviations o, which are used to detect outliers in sus-
picious audio and determine whether it has been attacked.
Hypothesis Testing for Outlier Detection. We formalize de-
tection as an outlier detection problem under a statistical hy-
pothesis testing framework. Given a potentially perturbed audio
sample, the defender uses the watermark decoder to extract its
message probability set {p; }, where each element is assumed
to follow a normal distribution with mean g and standard devi-
ation o. We then test the null hypothesis Hy : p; ~ N (u, o?)
against the alternative H; : p; ¢ N(u,0?). If Hy is rejected,
the audio sample is classified as attacked.

To test the hypothesis, we first compute the z-score for each
extracted message probability:

Di —M. 6)
g

2 =
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Figure 5: The distribution estimation by the attacker. (a) Water-
mark replacement and creation: The attacker uses a small set
of clean audio samples to generate watermarked audio samples,
which are then used to estimate the distribution. (b) Watermark
removal: The attacker directly uses the clean audio samples to
estimate the distribution.

Under the null hypothesis, z; follows the standard normal
distribution, and the corresponding two-tailed p-value is given
by P; = 2(1 — ®(Jzs])), where ® denotes the cumulative dis-
tribution function of the standard normal distribution. The de-
cision rule is to reject Hy if P; < «, with « as the predefined
significance level. An audio sample is deemed being “attacked”
if any extracted message probability p; rejects Ho.

4.2. Adaptive Attack Design

We propose an adaptive attack designed to bypass message-
probability-distribution—based detection. First, the attacker pre-
pares for the attack by estimating the defender’s distribution.
Second, the attacker performs the watermark attack, which con-
tains two stages: (1) modify the original audio to bypass the de-
fense and achieve a successful attack, and (2) improve the qual-
ity of the perturbed audio, while maintaining that the decoded
message probabilities remain within an acceptable range.

4.2.1. Attack Preparation: Estimate Defender’s Distribution

The adversary’s goal is to estimate the mean s+ and the

standard deviation o.s¢ of the decoded message probabilities.
These parameters are categorized into two groups: watermark
replacement and creation, and watermark removal. The process
is illustrated in Figure 5.
Parameter Estimation for Watermark Replacement and
Creation. The attackers first select several clean audio samples
sc from a small dataset, which are used to query the watermark
model Enc(-) and generate new watermarked audio samples
Sw. The watermark decoder Dec(-) is deployed to extract mes-
sage probabilities, which are subsequently used to estimate the
parameters of the normal distribution. Since the distribution
of watermarked message probabilities is bimodal (as shown in
Figure 2(b) and 2(d)), the attacker can obtain two distributions.
The estimated mean and standard deviation are as follows:

P’gsh Ugst = TO(DGC(EnC(SC)))7

7
phars ot = T (Dec(Bnel(s.)), "
where 10, and o0, represent the estimated mean and stan-
dard deviation of decoded message probabilities predicted as 0O,
and pl,, and o, correspond to those predicted as 1. T'(-) de-
notes the method used to estimate the parameters of the normal
distribution, which depends on the attacker’s prior knowledge
and the amount of available data. Common choices include
Bayesian inference [35] and maximum likelihood estimation.
We use T°(+) and T" (-) to denote the estimation procedures for
the distributions corresponding to bits 0 and 1, respectively.
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Figure 6: The design of AWM generator. The audio watermark attack step (left) ensures the success of the watermark attack, while the
audio quality optimization step (right) focuses on improving audio quality.

Parameter Estimation for Watermark Removal. The attack-
ers estimate the distribution directly using clean audio sam-
ples s.. They use the watermark decoder to output message
probabilities, which are used for distribution estimation. Since
the estimated distribution is unimodal (as shown in Figure 2(a)
and 2(c)), the parameters are defined as follows:

N(ésta U:E:St = TC(DGC(SC)), (8)

where p¢,, and ocg; are the estimated mean and standard devi-
ation of the clean message probabilities, and T represents the
estimation approach applied to these values.

4.2.2. Audio Watermark Attack (AWM)

After obtaining the estimated distribution, the attacker then
adds a small adversarial perturbation to the original audio s,
aiming to deceive the decoder into outputting incorrect binary
messages while bypassing the detection strategy. Figure 6-left
illustrates the watermark attack step. The original audio is clean
audio in watermark creation attack, and it can be watermarked
audio in watermark replacement or watermark removal attack.
First, the perturbation is initialized by a fraction of the original
audio signal. Next, the attacker adds the perturbation to original
audio and obtains a perturbed audio, which is passed through
the watermark decoder to obtain message probabilities and sub-
sequently queried by the estimated detector. If the attack goal
is achieved and the attack is not detected, the attacker obtains
the successful perturbed audio. Otherwise, the attacker further
optimizes the perturbation by message loss. The message loss
Lmsg modifies the perturbed message probabilities to match the
target message probabilities p;:

Lumsg = || Dec(sare) — pi)|3- )

Let sq++ denote the perturbed audio, this loss enforces the de-
coded message to closely match the target message.

Different from the prior attacks, our loss optimization step
follows a strict bit-to-bit optimization design (detailed in Al-
gorithm 1). This algorithm uses the estimated detector knowl-
edge to ensure that the perturbed audio exhibits a distribution
similar to that of benign audio, with high confidence. Im-
portantly, our algorithm constrains the message probabilities
within the normal value range. Through iterative updates and
perturbation optimization, the perturbed message probabilities
are gradually adjusted to fall within a strict range, ensuring
that they are classified as non-outliers and yielding the final
adversarial perturbation. Our results show that constraining
the message probabilities of the perturbed audio to the interval
[Lhest — Test, fest + Test] improves the attack success rate.

Besides the message loss, we also formulate the signal loss
and mel loss to minimize the quality degradation from the at-
tack. Specifically, the signal loss controls the audio quality at
the signal level:

1 n
Esignal = E Zl ‘Satt - 5‘~ (10)

The Mel-Spectrogram loss L,,.; maintains the audio quality at
the Mel-Spectrogram level:

Lomer = || Mel(sart) — Mel(s)||3. (11)
The total loss in the attack step is:
ﬁ - A1L"signal + A2£mel + A3£msg + A4[:othe7‘7 (12)

where the Lotpher depends on the specific watermarking
method. For example, AudioSeal [5] includes a localization
loss used for indicating the probability of the audio being wa-
termarked. In the AWM attack process, the parameter A,,sq is
assigned a relatively high value.

4.2.3. Audio Quality Optimization (AWM +opt)

Since audio watermark attacks prioritize message loss opti-
mization, audio quality may be adversely impacted. This step
aims to improve audio quality while maintaining a successful
attack. To achieve this, we make three adaptations.

Figure 6-right illustrates the three steps. First, the attacker
takes the perturbation obtained in the earlier stage as the ini-
tial perturbation and uses the watermark decoder to extract the
corresponding message probabilities. These probabilities are
then fed into the estimated distribution to expand the allowable
range, which we suggest setting to [ftest — 20est, flest + 20cst].
This step is crucial for trading off audio quality against attack
success rate. In the original AWM setting, the attacker enforces
a strict constraint to guarantee attack success, but this rigidity
limits the flexibility of the perturbation and makes it difficult to
preserve audio quality. In this design, we relax the constraint by
expanding the permissible range for message probability opti-
mization, thereby providing more space for perturbation adjust-
ment and achieving a more balanced attack that accounts for
both perceptual quality and attack success rate.

Second, in addition to extending the acceptable range, we
also update the attack objective by enforcing optimization to
proceed for a fixed number of epochs. This ensures that the per-
turbation is fully optimized rather than stopping at a boundary
case.



Algorithm 1 Adaptive Attack in Watermark Replacement

Input: Watermarked audio s,,, target message probabilities p;,
scale factor r, supremum and infimum of thresholds for de-
coded message 0 and 1 TEW and 72, fis Tslup and 7}, fi» list
of different message probabilities msgq; s

QOutput: perturbed watermarked audio s,

1: 0 = 8w X Ty pw = Dec(sw), Sw = Sw + 0
2: for index = 1,2,--- , (len(p:) — 1) do

3: if index not in msgqi sy then

4: pe[index] = pylindex]

5: fori=1,2,---  Iter do

6: 0 = Attack(sw, Sw, Dec(sw), pt,0)

7: Sw = Sw +90

8:  puw = Dec(sw)

9: if acc == 1 then

10: for index in msgqiss do

11: if 7., ;s < pwlindex] < 7., then
12: pilindex] = py[index]

13: Remove msgaq s [index]

14: if 7)), < pwlindez] < 72, then
15: pelindex] = pu[index]

16: Remove msgq; f ¢ [index]

17: if meet the estimated detection Detection(p;,) then
18: return s,

19: return Failed

Third, we modify the optimization loss by replacing the
Mel-spectrogram loss with a standard spectrogram loss and ap-
plying a softmax function to the spectrogram. Inspired by Au-
dioSeal [5], this softmax adaptation better preserves loudness
and perceptual similarity between the two audio signals. The
resulting softmax-based spectrogram loss, denoted as Lspec, i8
defined as:

1 n
Lopec = - Z |Softmax(Satt) — Softmax(Ss)|, (13)

=1

where Sy1+ and S, are the spectrograms of the attacked audio
and original audio. In the optimization (+opt) process, the pa-
rameters \; and Ao are assigned a relatively high value.

4.2.4. Adaptive Attack for Watermark Replacement, Creation,
and Removal

During the watermark attack, we prioritize refining the decoded
message probabilities that fall outside the estimated normal
range. Algorithm 1 outlines the adaptive attack process used
in watermark replacement. For example, suppose the original
watermark bits are “101100”, which are modified to “111000”.
We define a list, msgq; s r, which contains the indices of binary
message bits differing between the original watermarked au-
dio s,, and the perturbed watermarked audio s;,'. In this case,
msgaiff = [1,3]. For the indices not included in msgais s, we
assign the original watermark message probabilities p,, to the
corresponding target watermark message probabilities p;. That
is, for indices [0, 2, 4, 5], the p; is equal to the p.,.

This optimization has two advantages: (1) It directs the gra-
dient to focus more on the indices where the binary message bits

I'This notation is defined for the watermark replacement scenario.
The general representation of perturbed audio is denoted as sq¢+, which
refers either to perturbed clean audio (used for creation) or to perturbed
watermarked audio (used for replacement or removal).

require modification. In watermark replacement, only the dif-
fering bits need to be changed, so bits that already align with
the target message do not require further optimization. (2) It
ensures that the message probabilities in the non-change bits
remain the same, and within the acceptable distribution. In cer-
tain audio watermarking methods, message probabilities do not
directly map to binary message values. In Figure 2(d), prob-
abilities corresponding to binary 1 lie in the range of 0.7-0.8,
and those for binary 0 fall between 0.2-0.3. Therefore, it is
not appropriate to optimize message probabilities directly to 1
or 0. Instead, they should be adjusted to fall within the range
of 0.7-0.8 for a binary message bit of 1, and 0.2-0.3 for a
bit of 0. Then, we optimize the perturbation & by Function
Attack(-) (Line 6) to generate the perturbed watermarked au-
dio sy. The Attack(-) calculates the loss in Equation (12) and
use the gradient to update the perturbation. The initial pertur-
bation is scaled based on the original watermarked audio s,, to
ensure that the decoded message probabilities of the perturbed
audio s, closely resemble those of the original. In the attack
justification step, we define the supremum and infimum thresh-
olds for the watermark decoder outputs corresponding to binary
message bits. Specifically, Tfup and 72, i represent the thresh-
olds for bit 0, while Ts,lup and 7}, i correspond to bit 1:

(:u’gst - Ugst) S T'Lonfz < Tsoup S (:ugst + Ugst)7 (14)

1 1 1 1 1 1
(IL‘LSSt - Uest) S Tinfi < Tsup S (:u‘est + Uest)'

Once the message probability of the perturbed watermarked
audio at a given index falls within the specified threshold range,
it is assigned to the target message probability p;, and the index
is removed from the list msgq; ¢ y. Optimization then proceeds
with the remaining message probabilities in the list. To ensure
that all perturbed message probabilities remain within the esti-
mated normal range, the attacker simulates the defender’s role
by performing outlier detection.

For watermark creation attack, the adaptive attack process
is the same as that of watermark replacement. The difference is
that, in watermark creation, msgq;ss includes all message in-
dices, which is equal to the full binary message length. Water-
mark removal attack is an untargeted attack, it is not necessary
to achieve an accuracy of exactly 0, any value below 1 is suffi-
cient. Using a lower accuracy threshold requires more iteration
steps to optimize the perturbation §. We recommend using an
accuracy threshold around 0.5.

5. Evaluation
5.1. Experimental Setup

Datasets. We use three public datasets for our experiments. The
first dataset is the LibriSpeech [36]. We select the small-sized
subset, which has 6.3G audios, and covers 100.6 hours of audio
data spoken by 251 speakers. The second dataset is obtained
from AudioMarkData [8], which is built based on the Common
Voice dataset [37]. It contains 20,000 audio samples, each with
a duration of 5 seconds. The third dataset is GigaSpeech [38],
which includes audio from audiobooks, podcasts, and YouTube.
We use the XS subset, which contains a total of 10 hours of
audio samples.

Audio Watermark Methods. We select two state-of-the-art
audio watermarking methods: Timbre [4] and AudioSeal [5].
We fix the binary message length to 16 bits for all experiments.
Evaluation Metrics. First, we introduce the Detection Suc-
cess Rate (DSR), which measures the ability to identify outliers



Table 1: Detection performance across different datasets, wa-
termark methods, and attack methods. ’-’ indicates that no suc-
cessfully perturbed audio is available.

Watermark Tibrispecch Audiomark Gigaspeech
AtackType | “yjethoq | Attack Method |-5op oo R (o) [ F1 (%) | DSR (%) | FAR (%) | F1(%) | DSR (%) | FAR (%) | FI (%)
AudioMarkBench 97.71 420 96.79 100.00 5.50 97.32 100.00 6.00 96.94
AudioM. (+LP) 93.94 227 95.75 93.98 4.82 89.66 96.05 845 94.19
AudioM. (+AS) 97.96 4.08 96.97 100.00 523 9745 99.61 5.85 97.53
AudioSeal AudioM. (+GN) 98.03 1.97 98.03 100.00 10.81 94.87 98.11 714 98.85
AudioM. (+MP3) 98.47 4.20 97.08 100.00 723 96.51 96.93 3.40 96.93
AudioM. (+HP) 86.41 3.88 90.82 96.43 5.36 95.58 68.75 4.76 79.49
Ours. 344 420 6.40 8.50 5.50 15.00 11.00 6.00 18.81
‘Watermark Ours (+opt) 5.34 4.20 9.75 8.00 5.50 14.10 17.67 6.00 28.58
Replacement AudioMarkBench | 100.00 267 93.68 100.00 6.50 96.85 100.00 833 96.00
AudioM. (+LP) 100.00 0.00 100.00 100.00 9.09 95.65 100.00 0.00 100.00
AudioM. (+AS) | 10000 | 282 | 9861 | 10000 | 448 | 9781 | 10000 | 764 | 9649
Timbre AudioM. (+GN) - - - 100.00 0.00 100.00 - -
AudioM. (+MP3) 100.00 0.00 100.00 100.00 0.00 100.00 - -
AudioM. (+HP) 100.00 1.28 99.36 100.00 294 98.55 100.00 4.00 98.11
Ours. 153 267 293 7.00 6.50 1233 6.67 833 11.58
Ours (+opt) 1.91 2.67 3.64 7.50 6.50 13.17 833 833 14.29
RudioMarkBench | 10000 | 420 | 9794 | 10000 | 530 | 9732 | 10000 | 600 | 97.09
AudioM. (+LP) 100.00 4.90 97.61 100.00 282 98.61 100.00 9.00 95.96
AudioM. (+AS) 100.00 4.50 97.79 100.00 3.97 98.05 100.00 6.76 97.18
AudioSeal AudioM. (+GN) 100.00 522 97.46 100.00 0.00 100.00 100.00 14.89 93.33
AudioM. (+MP3) 100.00 545 97.35 100.00 4.76 97.67 100.00 11.76 94.74
AudioM. (+HP) | 10000 | 128 | 9936 | 10000 | 294 | 9855 | 10000 | 400 | 9811
Ours 076 420 | 145 050 | 550 | 094 | 033 600 063
Watermark Ours (+opt) 191 420 | 360 200 | 550 | 368 | 1300 600 2185
Creation AudioMarkBench 100.00 267 98.68 100.00 6.50 96.85 100.00 833 96.00
AudioM. (+LP) 100.00 206 99.00 100.00 531 97.41 100.00 6.09 97.30
AudioM. (+AS) 100.00 231 98.86 100.00 6.40 96.90 100.00 825 96.59
Timbre AudioM. (+GN) 100.00 0.00 100.00 100.00 3333 85.71 100.00 0.00 100.00
AudioM. (+MP3) 100.00 3.70 98.18 100.00 370 98.18 100.00 455 97.87
AudioM. (+HP) 100.00 2.60 98.71 100.00 5.71 97.22 100.00 6.53 97.25
Ours. 0.00 2.67 0.00 0.00 6.50 0.00 0.00 833 0.00
Ours (+opt) 0.00 2.67 0.00 0.00 6.50 0.00 0.00 833 0.00
AudioMarkBench | 9275 | 573 | 9346 | 10000 | 350 | 9828 | 9967 | 567 | 97.08
AudioM. (+LP) | 9141 | 586 | 9362 | 10000 | 330 | 9838 | 964 | 457 | 9798
AudioM. (+AS) 91.92 577 93.03 100.00 275 98.65 99.63 514 97.86
AudioSeal AudioM. (+GN) 89.92 543 92.00 100.00 296 98.55 99.63 4.78 97.95
AudioM. (+MP3) 83.92 5.88 88.25 100.00 276 98.63 98.87 4.81 97.44
AudioM. (+HP) 83.92 5.88 88.25 100.00 339 98.33 98.17 5.58 96.95
Ours. 0.00 573 0.00 0.00 3.50 0.00 0.00 5.67 0.00
‘Watermark Ours (+opt) 0.00 573 0.00 0.00 3.50 0.00 0.00 5.67 0.00
Removal ‘AudioMarkBench 100.00 573 9727 100.00 6.00 97.09 100.00 8.67 95.83
AudioM. (+LP) 100.00 573 97.22 100.00 6.00 97.09 100.00 8.98 96.50
AudioM. (+AS) 100.00 573 97.22 100.00 6.00 97.09 100.00 8.98 96.50
Timbre AudioM. (+GN) 84.13 5.56 81.54 74.83 729 82.20 85.04 9.73 88.09
AudioM. (+MP3) 100.00 573 97.22 100.00 6.00 97.09 98.67 8.98 95.80
AudioM. (+HP) 100.00 573 97.22 100.00 6.00 97.09 100.00 8.98 96.50
Ours. 0.00 573 0.00 0.00 6.00 0.00 0.00 8.67 0.00
Ours (+opt) 0.00 573 0.00 0.00 6.00 0.00 0.00 8.67 0.00
AudioSeal Timbre
25 25
g g
4
Z1s Z1s
[a) o
10 10
5 5
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Figure 7: DSR of the watermark replacement attacks under dif-
ferent significance levels c.

in the decoded message probabilities. In this experiment, the
defender defines the predefined significance level o as 0.003.
Second, we use the False Acceptance Rate (FAR), which eval-
uates the rate that unattacked audio is mistakenly classified as
attacked. Third, we employ the Attack Success Rate (ASR)
to measure how successfully the adaptive attackers perform the
watermark attack, which also corresponds to the watermark de-
coder’s accuracy at the binary message level.

For the audio quality metrics, we use the Signal-to-noise

ratio (SNR) and ViSQOL [39]. In the experiment, we use clean
audio samples as a baseline.
Audio Watermark Attack Methods. We compare our attack
method with the AudioMarkBench [8]. AudioMarkBench is
a benchmark to evaluate the robustness of audio watermark-
ing against watermark replacement, creation, and removal at-
tacks. We use the default settings if there is no further mention.
Our method consists of two attack variants: Ours (AWM) (Sec-
tion 4.2.2), which includes only the watermark attack step, and
Ours (+opt) (AWM +opt) (Section 4.2.3), which includes an
additional audio quality optimization step.

5.2. Attack Detection Performance

In our experiments, we evaluate our detection method described
in Section 4.1 against the attacks provided in AudioMark-
Bench [8], as well as five additional perturbations applied to
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AudioSeal Distribution (AudioMarkBench)

;
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Figure 8: Message probabilities distribution comparisons be-
tween AudioMarkBench and AWM for the watermark creation.

AudioMarkBench

Ours Ours (+opt)

Figure 9: The spectrograms of the watermark creation in Au-
dioSeal. The dotted red box shows noticeable noise for AWM
attack. The green box indicates that AWM (+opt) attack
achieves higher audio quality and is visually similar to Au-
dioMarkBench.

the attacked audio: (1) low-pass filtering (LP): fixed at 5000Hz,
(2) amplitude scaling (AS): fixed at scale of 0.9, (3) Gaussian
noise (GN): fixed at 40 dB, (4) MP3 compression (MP3): fixed
at 32kbps, and (5) high-pass filtering (HP): fixed at 250Hz on
AudioSeal and fixed at S00Hz (replacement and removal) and
1000Hz (creation) on Timbre. The detection results are reported
in Table 1, where the FAR remains within an acceptable range,
with most values around 5%.

Across all three attack types and eight attack methods,
AWM consistently achieves superior evasive performance com-
pared to the baselines. Moreover, the DSR of our watermark
attack (Ours) is lower than that of the variant with audio-quality
optimization, Ours(+opt). For watermark replacement and cre-
ation, most DSR values remain below 10%, and the best per-
formance is observed in watermark removal, where none of the
perturbed audio samples are detected by the defenders. These
results suggest that watermark removal is the most effective at-
tack strategy, while watermark replacement is the most chal-
lenging among the three evaluated attack types.

5.3. Impact of Different «

As a defender, it is essential to select an appropriate significance
level « (as presented in Section 4.1) for balancing detection and
false acceptance. A higher « increases the FAR, while a lower «
risks missing detection for the attacked samples. Figure 7 shows
the DSR under different « values on the Audiomark dataset for
the watermark replacement attack. Notably, the DSR of benign
watermark audio samples (“Watermark™) is equal to the FAR.
We observe that the DSR of the attack “Ours” is lower than that
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Figure 10: ASR after applying different no-box perturbations on the watermark creation attacks. It evaluates the ASR results of

0

watermark creation against the no-box perturbations, which uses the Librispeech dataset for validation.

of the attack variant “Ours (+opt)”, which indicates that improv-
ing the audio quality will increase the detection risk. Since the
DSR of the attacked audio closely matches that of ground-truth
watermarked audio, AWM attack remains highly stealthy, mak-
ing it difficult for defenders to detect regardless of the data size
or significance level used.

5.4. Distribution Analysis of AWM

We randomly select some audio samples from the Librispeech
dataset, and use the AudioMarkBench and our attack method
to generate the distribution of message probabilities. Figure 8
illustrates the normal distributions for both the AudioSeal and
Timbre. In AudioSeal, the predefined threshold 6 for convert-
ing probabilities into binary message values is 0.5, and in Tim-
bre, it is 0. The results from AudioMarkBench show that most
message probabilities cluster around the predefined threshold,
and the overall distribution tends to exhibit a unimodal shape.
Therefore, the detection method is able to identify that the au-
dio has been tampered with. In contrast, for our method, the
resulting “normal” distribution becomes bimodal, with a shape
similar to that shown in Figure 2(b) and 2(d). As a result, our
attack successfully bypasses this detection strategy.

5.5. Perturbation Visualization

To analyze the attack visually, we generate spectrograms of the
audio samples. Figure 9 presents the visualization using dB-
scaled spectrograms of the watermark creation attack. In the
spectrograms produced by AudioMarkBench and AWM’s de-
fault attack method, we can clearly observe some noticeable
noise (horizontal lines), which is highlighted with dotted red
boxes. Since watermark attacks target only the decoder, some
noise may not be optimized well. Comparing the attack meth-
ods AWM (Ours) and AWM +opt (Ours +opt), we observe that
the audio quality improves and some of the noticeable noise is
effectively reduced through optimization. Besides, AWM +opt
is more visually similar to AudioMarkBench (green boxes).

5.6. Robustness Against Perturbations

Robustness of the attack in watermarking refers to whether the
watermark remains detectable after applying no-box perturba-
tions to the watermarked audio. Watermark creation attack,
which aims to modify the binary message bits to the specific
target binary message bits while bypassing the defender’s de-
tection across all bits, requires complex and robust considera-
tions. Therefore, we add no-box perturbations to the perturbed
watermarked audio and observe if the forged watermark can be
detected. Figure 10 evaluates the robustness of the watermark
creation attack against no-box perturbations. The results show
that AWM attack is more resilient against the no-box perturba-
tions, with most ASR achieving around 100%. For comparing
the ASR between AWM and AWM (+opt), AWM attack with-

Table 2: Audio quality comparisons in AudioSeal and Timbre.

Metric Wﬁ:{;}g‘(‘;k Attack Type Method
w/o attack ~ AudioMarkBench ~ Ours  Ours(+opt)
Replacement 26.63 25.40 23.89 26.27
AudioSeal  Creation 26.63 43.72 25.94 37.33
SNR Removal 26.63 26.49 25.49 26.59
Replacement 25.04 25.05 24.82 25.03
Timbre Creation 25.04 63.85 38.19 47.84
Removal 25.04 24.90 24.55 25.03
Replacement 4.92 4.59 434 4.70
AudioSeal ~ Creation 4.92 4.83 4.26 4.65
. Removal 4.92 4.68 4.43 4.69
VisSQOL Replacement 4.66 4.65 4.39 4.56
Timbre Creation 4.66 5.00 4.67 4.83
Removal 4.66 4.52 4.41 4.61

out optimization demonstrates slightly higher robustness.

5.7. Audio Quality

We evaluate audio quality using SNR and ViSQOL, with re-
sults shown in Table 2. From the results, we observe that wa-
termark creation shows a significant difference. As shown in
our previous experiments in Figure 10, although AudioMark-
Bench successfully alters the watermark binary message, the
attack lacks robustness. The watermark creation attack aims
to modify the clean binary message into a targeted adversar-
ial message. When the attack prioritizes audio quality, the fea-
tures of the perturbed audio remain very similar to those of the
clean audio, which also implies that the embedded watermark
features are relatively weak. Applying a no-box perturbation
is more likely to remove these weakened watermark features.
Thus, balancing audio quality and attack robustness becomes a
critical design consideration. Our previous experiments on the
creation attack show that: while our approach yields slightly
lower audio quality, it achieves substantially higher robustness.

In the watermark replacement and removal, the audio qual-
ity of AWM attack is comparable to that of AudioSeal/Timbre
and AudioMarkBench. AWM exhibits the lowest audio qual-
ity; however, after the optimization step, its audio quality im-
proves substantially and becomes nearly equivalent to that of
AudioSeal/Timbre (without attack).

6. Conclusion

In this work, we analyze watermark decoder outputs and ob-
serve that they exhibit approximately normal distributions on
benign audio. We show that defenders can leverage this statis-
tical regularity to distinguish benign from attacked signals. To
demonstrate the fragility of such defenses, we introduce AWM,
an adaptive audio watermark attack. AWM employs a two-
stage optimization procedure to evade distribution-based detec-
tion while preserving high audio quality. Experiments show
that while distribution-based defenses can detect prior attacks,
AWM consistently bypasses them, achieving higher attack suc-
cess rates and lower detection success rates. These findings
underscore the urgent need for robust defense mechanisms de-
signed for adaptive attacks on audio watermarking.
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